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Introductions

- HSCRC

« CMMI

* Lewin Group
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Agenda

» Medicare Data Extracts
» Use of the MDAPM Exchange Portal on the CCW

e Questions
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This session will cover

* What is in your Medicare data extracts

 How to access your Medicare data

— CCW account registration
— First time log in
— Logging in

— Downloading data and logging out
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MEDICARE DATA EXTRACTS
..

Overview
Content and Use
Differences from ACO Files
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Medicare Data Extracts: Overview

Extracts are hospital-specific

« Ten (10) files provided to each hospital each month
— Content and formats closely resemble data provided to NextGen ACOs

— The data files are considered Protected Health Information (PHI)

« Contain multiyear data for the period ending with the last Friday
of the Reporting Month

— E.g., July extracts contain data up through the last Friday of June

* Medicare Claims, enrollment and clinical data for patients
admitted to your hospital in the multiyear observation period

— Patients who were not residents of Maryland at the time of admission are
excluded



Medicare Data Extracts: Overview (con’t)

Part A Header File Part B DME File

Part A Revenue Center Detail Part D File

Part A Procedure Codes File Beneficiary Demographics File
Part A Diagnosis Codes File Beneficiary XREF File

Part B Physicians File Summary Statistics Record

 All data files available in both SAS and Comma Separated
Values (CSV) formats

 Additional supplemental files include the technical specifications
with a data dictionary
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Part A Header File

 Contents

— Summary claims from
 Home Health Agencies (HHAS)

 Skilled Nursing Facilities (SNFs)
« acute care hospitals (inpatient and outpatient claims)

* hospice facilities

« Uses

— Provides beneficiary-level spending on facility services (overall, by
diagnostic related group (DRG), or by principal diagnosis)

— Permits calculation of proportion of services for the hospital’s Medicare
beneficiaries that are provided by the hospital versus non-hospital
providers.
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Part A Revenue Center Detail File

 Contents
— Line-item level detail for each claim from the Part A Claims Header File

— Healthcare common procedure coding system (HCPCS) for each service
received, as well as the date the service was received

* The file does not contain payment amounts for individual
services

— Use Part A claim header record to identify payment amounts in line-item
records

» Uses
— To identify costs by types of service
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Part A Procedure Codes Files

 Contents

— Detailed information regarding the claims from the Part A Claims Header
File, such as the type of procedure performed and the date it was
performed

« Uses

— This file can be used in conjunction with the Part A Claims Header File to
aggregate services by procedure
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Part A Diagnosis Codes Files

 Contents

— Diagnosis codes for the principal diagnosis, as well as all secondary
diagnoses from the Part A Claims Header File

— Secondary diagnoses can be distinguished from one another using the
unique claim identifier

— The part A diagnosis files have diagnosis code 1 through (up to)
25. Diagnosis code 1 is either always or almost always (99.9%) the same
as principal diagnosis code.

« Uses

— Used in conjunction with the Part A Claims Header File to identify
secondary diagnoses that are associated with a given principal diagnosis
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Part B Physicians File

« Contents
— Services delivered by physicians, practitioners, and suppliers

— Both claim level and line level information

— At the claim level, the file contains date of service, and type of claim
(Durable Medical Equipment, Prosthetics, Orthotics, and Supplies
(DMEPQOS) or non-DMEPQOS)

— At the line level, the file contains provider specialty, date of service,
HCPCS code, payment amount, diagnosis code, primary payer, provider
Taxpayer ldentification Number (TIN), and rendering NPI number

» Uses
— To identify the proportion of total Part B services supplied by specific
providers
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Part B DME File

 Contents
— Claim-level and line-level information

— Claim-level information includes:

 date of service
* type of claim submitted (DMEPQOS versus non-DMEPQOS)

— Line-level information includes:
« date of service
« HCPCS code
e payment amount
 ordering NPI number
« paid to NPl number

» Uses
— To identify the types of DME being supplied to Medicare beneficiaries
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Part D File

« Contents
— Prescription drug information at the beneficiary level

— Some of the data elements in this file include
« National Drug Code (NDC)

quantity dispensed

« days supply

 prescribing provider ID

« service provider ID (e.g., pharmacist)

« patient payment amount

« Uses

— To determine the medications prescribed to Medicare beneficiaries and the
costs of the medication, including cost sharing
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Beneficiary Demographics

 Contents

— Demographic characteristics of patients admitted to your hospital,
including

» current HICN

* Beneficiary ID

« ZIP code

« date of birth (DOB)

* sex

* race

» Medicare Status Code
 dual eligibility status

— This file also contains hospice information

« Uses

— Identify the key patient characteristics and help identify populations or
communities that are over/under utilizers



Beneficiary XREF File

 Contents

— The beneficiary’s current HICN and any previous HICNs

* For example, if a beneficiary becomes a widow or widower or remarries, the
beneficiary’s HICN is likely to change

— Beneficiary ID (BENE_ID), which remains constant over time, is also
provided

» Uses
— Provides ability to link claims from a unique beneficiary over time
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Summary Statistics and Supplemental Files

« The Summary Statistics File contain record counts for each file
sent to the hospital

» Technical Specifications Document

— Provides information describing how each data file was constructed
and its contents

— Data Dictionary

» Provides brief description of the variables in the data
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Differences from ACO Files

» Certain Variables are excluded from MD Hospital extracts
— Claim Adjustment Type code
— Claim Provider Type code
— HICN effective and end dates

« Additional variables added to MD Hospital Extracts
— Medicare BENE_ID
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QUESTIONS?
..
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USE OF THE MDAPM EXCHANGE PORTAL ON THE

CCW
..

MDAPM Exchange Portal on the CCW

CCW System Requirements

New User Access Request Process Flow

Access Request Process Steps

Preparing for First Time Log In

Downloading the Symantec VIP App

Linking your Symantec Credential

Future Visits: Logging into the MDAPM Exchange Portal on the CCW VRDC
Downloading Your Medicare Data
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MDAPM Exchange Portal on the CCW

« Data will be stored on the Chronic Condition Data Warehouse
(CCW) Virtual Research Data Center (VRDC)

— A Web-based secure file transfer system (CCW SFTS)

« Securely houses data
« Encrypts data upon download
« Mechanism for securely exchanging data including PHI or PII

 Other CMMI models utilize the CCW SFTS to transfer data

« Each participating hospital will have its own designated folder
— Users cannot access another hospital’s data
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CCW System Requirements

« Supported Web browsers are the current version and one
previous version of Microsoft Internet Explorer

— To take advantage of the full functionality of the CCW STFS features,
Microsoft Internet Explorer is recommended

Currently supports Windows 7 or newer operating systems
— Does not support MAC

Disable caching

Requires Multi-Factor Authentication (MFA)

Must have enough free disk space to hold the file to be
downloaded



New User Access Request Process Flow

M5 Contractor Informs
PO/COR of Access Meed to

the CCW and provides User
Contact Information User Contact Mew User Accesses
Information Provided to ) New User Receives 3 CARS to Confirm &
> CMS OEDA to Send CARS Invite Complete User
CARS Invite i
External Researcher Requests Information
Access via ResDAC (Included in

Request Packet)

4

Remote identity
Proofing (RIDP)
Occurs

Utilize Experian
Per CM5S

CCW A CCW Help Creates UELREE%VESSCW
ke —el the New CCW User —3 seriban
Reguest Introductory
Account :
Materials
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Access Request Process Steps: Step 1

- MDAPM Exchange Portal Users

— Each hospital may have up to 3 users
» Users were identified on your hospital’s Letter of Intent or the Technical
Capability Survey

— In instances where more than 3 users were submitted, Lewin will
use the contacts submitted on the LOI unless otherwise instructed
by the hospital

» Contact MarylandModel@cms.hhs.gov to replace a user for your
hospital

— Portal users should be personnel that will be using the Medicare data
extracts

* Requirements for account registration
— A unique business e-mail address

— A completed Participation Agreement
— An approved Data Attestation Agreement (for continued data use)
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Access Request Process Steps: Step 2

* The Lewin Group will compile your hospital’s user contact
information
— First Name
— Last Name
— Unique Business Emaill
— User’s Hospital
— DAA number

* Your hospital’s user contact information will then be forwarded
to CMS Office of Enterprise Data and Analytics (OEDA) to
initiate creation of user access credentials
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Access Request Process Steps: Step 3

« Users will receive an email from CCW Help with a link and
iInstructions

 Click on the link and complete the access request information

Hello John,
Joe Snuth, sent vou an mvite to access the Chromc Condiion Data Warshouse (CCW).
Please follow the link below which wall only be available for fourteen days. Please access this request before it expwes on 11/19/14 12:00 AM

https: Awww.cowdata.orwseces request lowpublicnew requestTreglid==request TD=

If you are unable to creates your request before it expires, please contact Joe Snuth to request a follow-up mvitation.
Please keep this email umhl vour apphcation is complete. The Imk above will allow you to access your request dunng the request process.

Simncerely,
The CCW Team
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Access Request Process Steps: Step 4

 The New User Request — User Information page will display

Mew User Request - User Information
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Irymovemen] rganzabors, CMS soproved mesirch peopcts (inciuding piols), heathcans refem proecls 5
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CMS Daparimant =

Pragram Mamas =

Project Mame: =
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 Confirm or correct entries then select Save and Continue



Access Request Process Steps: Step 5

 The New User Request — Contact Information page will

APy |

New User Request - Contact Information
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 Confirm or correct entries then select Save and Continue



Access Request Process Steps: Step 6

 The User Access Request — Information Technology page
will display

User Access Request - Information Technalogy
slap 1 oy Hapl sy Flap 1 sap L Stug 3
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S oLt T b B corfa PRt ek R 3 eeded skqaniTng TOA PEFTERSA O deeo il

Flismpares Doy wre e wilt e sl |

mformation Technolegy Conlaci

F_"If ':ll-lll'ﬂl . T lwigleoiie
Tad

Ll Mt Tlaphone EXT
Taxt |

m.-:-mu-:En:q.-l.' Mobas Phore

Towl_Tost Pt eul ror

Confirm or correct entries then select Save and Continue



Access Request Process Steps: Step 7

« The New User Request — Review page will display
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Confirm or correct entries then select Save and Continue



Access Request Process Steps: Step 8

- |dentity Confirmation (‘Proofing’)

« Enter requested information and then select Submit
— The personal information you provide is securely encrypted and sent to
Experian

It may look like “phishing” but it is not — your inputs are destroyed as soon as
non-PI data are retrieved

A P "-""‘-\.""‘--"r-h‘\-r""—k_rrp'\—u\.—y e r—\..-'ﬂ.‘\'HU‘I“".'—‘_ e R

Persgnal Lol

Butfis: Pessaaal Addvess Uine i

Pesnanal Addreis Line 33
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Access Request Process Steps: Step 9

* You will have ten minutes to answer five (5) security questions
(which are specific to you)

— Based on non-PI data from credit history — such as make and model of
recent auto lease

— These questions are not meant to be easy to answer
« But only you should know the answer

Mew User W{,‘I‘lllf&t - 'U'Fﬂry' |ﬂFI'I.I‘II‘¥'

E L T Sap J Swp 3
Uiy Rsrpuent Wy ity | Serer Gumeses
APy Ry O e GO el ey Juinorise Ly w e granied Sores

| L' Yau have 10 minutes to oompiele ihe Secunty Qusstions bfers t™ha page timal ot
]

w4 F Minutes Remalning,

Security Questions

rdaraiea recuiied Belds

1. You may have opened a mertgoge loan in oF arcund Amgust 2010, Pleass select the lender to whom you currenthy
make yuur maripoge payments. [ you de nol hove o morigage, select "WONE OF THE ABOVESCDES MOT APPLY", ©

ISLAMD WO T ACE

RUN BOOKLYN MTGE

SINGLE MOH T GALE

OME HALF BANK

MOME OF THE ARDVE ] DORS NOT APPLY

2. Wou may have opened a [TEST/TEST-BRCARD] © railit card. Plaass selact the year in which your saccount was
armm

20402

20409

2011

2003

MOML OF THL ABRDYVE




Access Request Process Steps: Step 10a

* Once identity is confirmed, the request immediately continues
for CCW approvals

New User Request - Confirmation
Thank You!

Your SOW Access Request has been submitted for review and approval. You vali receive emall messages ai the proveded address with
Updibes om your raquest as it is processed, Please refer to theses emall messages for next steps.

Prior {n approal of acoess o CEN, you wall recere an aulomat=d emad from CON Help Please oheck your spamifunk mai felder for emai rofficstons from
I:I:'I'ITIEH@JIJH.EL'II'I'I Inamss saprlly sieieims win some o2 ations mey direst s amsl ooyour apamiung amail feder Pieags renew (e infcrmaion o0 aiuraly
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Access Request Process Steps: Step 10a
(con’t)

* You will receive an email confirming the successful submission
of your registration request

Hello John

You have successfully subrmitted yvour registration request to the Chronic Condion Data Warshouze (CCW). Your request
will be reviewed by the initiator who mvited yvou to access CCW. If revisions are required vou will receive additional
commumcations. The mutiator will aleo setup your program access,

smcarely,
The CCW Team
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Access Request Process Steps: Step 10b

* If you are not identified through Experian you will receive
information from CCW Help to proceed with manual identity
proofing
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Access Request Process Steps: Step 11

* Once approved, CCW Help will create your CCW User ID and
send you instructions for logging in to the CCW VRDC

From: CCWHelp@gdit.com [: A -
Sent: Wednesday, February 05, 2-::1-4 1:25 PH
To: Doe, Jane Q

Subject: New CCW Account Information

A new account has been created for you in the CCW production environment with the following details. You
will be required to change your password at the next login. Please review the CCW Access - User First Login
and Next Steps document for instructional guidance. You may also go directly to the Login Page to complete
the registration process.

B T U e e
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Preparing for First Time Log In

* Prerequisites for first time log in
— Your CCW account registration must be complete

— CARS, via CCW Help, has provided you, via email, with your CCW User
ID and password

« Within 5 business days of completing the CARS process you
will receive an invitation to an online Security Awareness
Training (SAT)

* The invitation will be sent via email from CCW Help and will
include a link to the SAT

« Upon successful completion of the SAT, you will need to submit
your SAT Certification via email to CCWHelp@GDIT.com

I FwINGROUP
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Preparing for First Time Log In (con’t)

« Within 5 business days of submitting your SAT Certification, you
will receive a “First Login” email from CCW Help

* This email will provide:

— Your CCW User ID and a temporary password (which you will later
change)

— ALink to the CCW First Login and User Next Steps guide, which
contains instructions for completing three important steps:

« Downloading a Symantec VIP token for Multifactor Authentication
(MFA);

» Registering your Symantec VIP token
* Logging in to the CCW SFTS for the first time
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Multi-Factor Authentication

« Multi-Factor authentication is required, which includes user ID,
password and “soft” random number security code (“credential”)

— User ID and Password provided by CCW Help

— “Soft” credential provided via VIP App for desktop or mobile device

« Download Symantec VIP App before starting the log in process
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Downloading the Symantec VIP App

« To download the Symantec VIP token navigate to:
https://idprotect.vip.symantec.com/desktop/download.v

W/Symantec. VALIDATION & ID PROTECTION CENTER

Homa Laam ktara Whare o Uss
Protect Your Online Accounts with VIP Access Desktop

VIP Access Desktop 2.2.1

Important: Yai must have 3dminairalve permession i install VIP Azcess De

Download for Windows  iffjmms

Sysiem Redquinements:

&y e & 2 W
» 'Windows™ XP Professional SP3 (32-0it only] or Windows™ 7 SF1, Windows
native deskiop mode only)

L R T — VIP Access Desktop 1.0.3
Lredumidal i1 tade Enportant: Y ou mas have Jominisrative cermi T P
VSSTS7144377 kﬁ,] Detip ok

523876 |0 —

Systom Requirements:

Syt s Mac OF X 1005 or high
'f‘wu-u-l -
P P~ ==

 Select Download for Windows



Downloading the Symantec VIP App (con’t)

« The Download and Install VIP Access Desktop will begin

[ you weant 1o an ar save VIPAccessSetupeene from idprotectvipsymantec.oom? Eun save = Cancel

» Select Run from the pop-up window to continue with the
installation
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Downloading the Symantec VIP App (con’t)

* The VIP Access Setup Wizard will open

 Select Next o o

Lecense Agreement Jml

| 1B FrotocEan
Hevepw B bopraee pdr eomdsd bafore s laleg WP Licen

SYANTEC SO TWARE LEUENSE AGREEMENT

SEYMANTEC CORPORATION AND/OR ITS AFFILIATES (“SYMANMTEC®) IS
WILLEMNG TO DICENSE THE LICENSED S0OFTWARE TO YOU A5 THE
INOVIDUAL, THE COMBANY, OR THE LEGAL ENTITY THAT WILL BE
UTHIZING THE LICENSED SDFTWARE (REFERENCED BELDW AS =YOU™ OR

SFOUR") ONLY ON THE CONDITMON THAT ¥OU ACCEPT ALL OF THE TERMMS
FIE THIS | IFENSE BGEREFRAENT %1 6FFRGE AGREFMENTTL  BEAN THE TEQALE

* @ 1 SCeEpt Tt Deieed oy ot BoEaE By Seviuird
1 do et acoept the terme n dhe boense egres—enl

cancs || pax 'IE-T

* Review the License Agreement and select the “l accept the
terms in the license agreement” radio button.

« Select Next



Downloading the Symantec VIP App (con’t)

* The Select Install Location window will open
« Select Next
'gw.:.mm o

R Vs

Geect Irainll b begin the nstalaton.

&I yoo st bp review @ change any of your nstallaton settngs, seler Back. Select Canesd
o Wt e wiod

 Then select Install



Downloading the Symantec VIP App (con’t)

* Allow the installation to complete

B VIR Acvaia et e

Mete: Go e Al Frogramm From the St mer g legnch 5P

4 e

* Then select Finish to complete the installation



Linking your Symantec Credential

* A VIP Access icon shortcut will appear on the user’s desktop.
Select the icon to open VIP Access

— Your Credential ID is the number on top, it never changes

— Enter your Credential ID and security code. Be sure to enter the security
code within its 30 second window

= VIP Access

“Crodential ID
VSSTS57144377 ' Credential ID

"Security Code @24

723062 °
i,
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Linking your Symantec Credential (con’t)

« To register a token navigate to: https://www.ccwdata.org/vipssp
« Enter CCW credentials in the User Name and Password fields
« Select Sign In

Welcome to the Symantec® VIP Self Service Portal
To access the Self Service Portal, enter your user name and password, and click Sign In.

User Mame

Password

Enablsd by:

Signin |
' Smantec. LU

1D Protection




Linking your Symantec Credential (con’t)

« Select Register

'nyl'l'lﬂl'lhl: WiF SELF SERVICE PORTAL COW/VRDC
I

Baaberid Y omar Cre-deniial

o VIF Credential
| @ 5-! UTRURE T ST, BT
o SO 4 RS TLE W
T = A L & i AL B

Lad R P K - = 0 R
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Linking your Symantec Credential (con’t)

 Create a Credential Name

* Enter the Credential ID and Security Code from the previously
downloaded token

— Note that Security Code changes every 30 seconds

#‘fsﬁrmanmc Wi SELF SERVICE PORTAL COW/VRDC
|
Ragister Your Credential
Comsssntwarn: [TT7T p—
— N h
o errwras O mirere
- 3 i
Ll i Sanmifs Cand
Wk BT
o SR T h
e Casdy susrysrs
£ *
¥ 8
et
VP Siluriy W e
. ey
Lancal e gifjm—

« Select Submit



Linking your Symantec Credential (con’t)

« A green window will appear when registration is successful
* Create a PIN and Confirm the PIN

— This PIN will be used every time you log into a Multi-Factor Authentication

screen
v"'Symantec. VIP SELF SERVICE PORTAL COW/VRDC
J You hove successfully registerad JLUZES
Emer a sacurey cods fromn teis Crdeatal Ma el bme yodl Sign
Create Your PIN

B an cieaie a PR o use weih 20 ] panas
PIN: Affe=n

Confims FiN; .h

| I:II:I?H Lrasls h

 Select Create



Linking your Symantec Credential (con’t)

« A green window will appear when a PIN is successfully created

ITETETI1) i
\"(Symantec. ViP SELF SERVICE PORTAL COW/VRDC

J Yow have soccesshuly cresbed yoer IR

Manage Your Credentials

Trisk % Ssif Service Poriai enaties pou o regisied iesl o ressl cradennahy j Lan & CLece

Yol Raginteed Cedan i Regsnt ancther cossertan Hnggintes

“ Oty 20 remessdared devices can be mgissernd &0 Yo Bocoun 31 any onn Bme,
Cniadl your admeisraien in emeee 3 cufigily-rbmambaied danie

- e e s s
BNd CLAIROT MR ETRN0T W PR OO
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Future Visits: Logging into the MDAPM Portal
on the CCW VRDC

* Log in to the portal with your:
— UserID

— password

— Symantec VIP Access security code (changes every 30 seconds)

» Users must change their CCW password every 60 days to
remain active
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Downloading Your Medicare Data

Users will receive an email notice when new data is available

— Data will be updated every 30 days

— The email notification will include a link to the CCW SFTS at
https://sfts.ccwdata.org/ as well as a link to the CCW SFTS User Guide

Once in your hospital’s download folder
— Select the file for download

— Save data to local drive

Delete older files on User systems

Log out after downloading your Medicare data



One Week Test Period

Thursday, 3/30 — Monday, 4/10

Hospitals can access Axway accounts and download test
files

One Zip file containing
— one SAS file, and
— one CSV file

No actual data contained in test files
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Upcoming Webinars

 Webinar 8: 9:00am EST, Monday, April 10th, 2017

— Purpose of this webinar will be to address questions
and technical difficulties encountered during the one
week test access period.
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QUESTIONS?
..

For all information regarding the Care Redesign Programs please
visit: http://www.hscrc.maryland.gov/care-redesign.cfm

Please send any questions to: hscrc.care-redesign@maryland.gov

For questions related to CARS or AXWAY access, contact the CMS
Helpdesk or MarylandModel@cms.hhs.gov
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